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I - Prérequis techniques

Serveur avec Proxmox

II - Installation

1. Création de la VM via Pinterface Proxmox

Sur Pinterface de proxmox, créer une VM, 'appeler par exemple « Pfsense »
puis cliquer sur « next ».

Resource Pool:

Advanced

General [0S  System

(@) Use CD/DVD disc image file (iso) Guest OS:
Storage: local Type: Linux
ISQ image: | aller-v2.8.0-amd64.isq Version: 6.x - 2.6 Kemel
() Use physical CD/DVD Drive

() Do not use any media

Advanced

Sélectionner le bon contréleur SCSI puis cliquer sur « next ».



- Virtual Machine

General OS |[System Disks CPU  Memory

Graphic card: Default SCSI Controller:  VirtlO SCSI single

Machine: Default (i440fx) Qemu Agent
Firmware

BIOS: Default (SeaBIOS)

pavrcs

Poursuivez en cliquant sur « next ».

ate: Virtual ne

General 05 System |Disks CPU Memory

scsi0 B | Disk Bandwidth

Bus/Device: SCSI Cache: Default (No cache)
SCSI Controller:  VirtlO SCSI single Discard:

Storage: NVME 10 thread:

Disk size (GiB): 32

Advanced

Sélectionner 1 processeur, 2 coeurs puis cliquer sur « next ».

Important : en cas de besoin de puissance supplémentaire, toujours laisser
un seul processeur et augmenter seulement le nombre de cceurs.

General OS5 System Disks |CPU  Memory

Sockets:

Cores:

Advanced

Sélectionner 2GB de RAM soit « 2048 » puis cliquer sur « next »,



Virtual Mac

General OS5 System Disks CPU | Memony

Memory (MiB): 2048

Advanced

Cliquer sur « next ».

. Virtual Machine
General 0S  System Disks CPU Memory |Metwork  Confirm

No network device

Bridge: vmbr( Model: VirtlO (paravirtualized)

VLAN Tag: MAC address:

Firewall:

pavarcs

Voici le récapitulatif des précédentes actions avant la création de la VM.
Vérifier que tout est conforme puis cliquer sur « finish ».



te: Virtual Machine

General 0S  System Disks CPU Memory Network | Confirm

Key | Value

cores P

cpu host

ide2 local:iso/netgate-installer-v2.8.0-amd64.iso,media=cdrom
memory 2048

name PfSense

netl virtio,bridge=vmbr0 firewall=1
nodename imcp-grp1

numa 0

ostype 126

scsil NVME:32 iothread=on
scsilw virtio-scsi-single

sockets 1

vmid 100

Start after created

Advanced [ ] Back

La VM est désormais créée.

2. Configuration réseau du serveur

Aprés avoir sélectionné le serveur, accéder au menu « network ».



imcp-grp1 - Proxmex Virtual E

Cc © Non sécurisé

x PRO XMQ0O X virtual Environment 9.0.3
Server View 8 Node ARG

& Datacenter
B |mcegrP1 Q, Search
101 (UBUNTU) - Name | Alternative Names Type
100 (PfSens L=
o ( enee! enol enp2s0i0 Network Device
£22 localnetwork (imcp-grp1) [J Notes enx9c8e99579cdb
g D NVME (imcp-grp1) 3 Shell eno2 enp2s0f1 Network Device
£ (] local {imep-grp1) enx9c8e99579cd7
of System

g D localHvm (imcp-grp1) enod enp2s0i2 Network Device
= Network enx9c8e99579cds

== enod enp2s0f3 Network Device
CertiScales enx9cBe99579cd9

DNS vmbr{ Linux Bridge

Create -

Hosts

Puis cliquer sur « Create » et sur « Linux Bridge ».

tual Environment 903
b Node ‘imcp-grp?’

Create

Linux Bridge wative Names Type
& Summary Linux Bond

Q Search
: s010 Network Device
3 Notes Linux VLAN 36995796

>_ Shel OVS Bridge s0f1 Network Device
c8e9957%d7
OVS Bond b

Syst
<) System AT s0R2 Network Device
=N = Ing’0 c8299579¢cd8

S enod enp2s0f3 Network Device
B anx9cBe99h /9cd9d

@ DNS vmbr0 Linux Bridge

Mame: Aulostart

1P VLAN aware

Gateway (IPvd)

IPvECIDR: Comment

Gateway (IPvE):

8 Help

Cliquer sur « yes » pour appliquer les paramétres réseau.



Do you want lo apply pending nebwork changes?

[ ]

3. Configuration réseau de la VM

Cliquer sur la VM, puis sur « Hardware », sur « Add » et enfin sur « Network
Device ».

imcp-grp1 - Proxmox Virtual Er X +
c © Non sécurisé  hitps://10.20.50.87:8006/#v1:0:=qemu%2F100:4:=certific =contentlso:: 7z

X PRO>XMO X virual Environment 9.0.3

Server View bod Virtual Machine 100 (PfSense) on node ‘imcp-grp 1’

=5 Datacenter
[y imcpgip1
101 (UBUNTU) >_ Console SR EK 2.00 GiB
100 (PfSense) [ Hardware Import Hard Disk
g52 localnetwork (imcp-grp1) & Cloud-nit (o) | CD/DVD Drive Defautt (SeaBIOS)
£ [] NVME (imcp-grp1) Network Device
i & Options Default
£ [ local (imep-grp1) P

EFI Disk )
M " Default (i440fx)
g |:| local-ivm (imcp-grp1) Task History TPM State

VirtlO SCSI single

& Summary Add -

2 (1 sockets, 2 cores) [hg

@& Monitor USB Device
) local:iso/netgate-installe
PCI Device

. NVME:vm-100-disk-0,io
Reol Serial Port
icati B itio=BC-24-11-33-B1-DA
13 Replication Cloudinit Drive ) virtio=BC:24:11:33:B1:D,
D Snapshots

Audio Device
U Firewall VirlO RNG

Backup

o Permissions Virtiofs

Sélectionner « vmbrl » précédemment créé et cliquer sur « next ».

wmibr Maodel- WirtlD) (paraviriualized)

VILANM Tag: MALC address:

Firewall

—

Cocher la case « Start at boot » et cliquer sur « ok ».



Edit: Start at b

Start at boot:

Modifier le délai au démarrage

Edit: Start/Shut

Start’'Shutdown
order:

Startup delay:

Shutdown timeout:

e Help

La VM est maintenant configurée et préte a étre lancée.

O] © crose M| @ Creolo OT | [ & roolgawam

» St

Guest not running

Lavd@rede

¢ Start Now




4. Installation de Pfsense sur la VM (via Pinterface graphique)

euh

==== Helcome to NHetgate pfSense Plus

Boot Multi user [Enter]
. Boot Single user

Escape to loader pronmpt
Reboot

. Cons: Video

1.
2
3.
4.
5

Options:
6. Kernel: default/kernel (1 of 1)
. Boot Options

Autoboot in B seconds. [Spacel to pause

Loading kernel...
/boot/kernel/kernel text=Bx1ad4cB88 text=8Bxff1068 I

Sélectionner « Accept » et appuyer sur la fouche « entrée ».

Important : le clavier est configuré dans I'installateur en mode « QWERTY ».

Netgate Installer - v1.8-RC

Copyright and Distribution Hotice |

Copyright and Trademark Notices.

Copyright(c) 2884-2816. Electric Sheep Fencing, LLC ("ESF").
All Rights Reserved.

Copyright(c) 2814-2824. Rubicon Communications, LLC d/b/a Netgate
("Netgate").
All Rights Reserved.

All logos, text, and content of ESF and/or Netgate, including underlying
HTHL code, designs. and graphics used and/or depicted herein are
protected under United States and international copyright and trademark
laws and treaties, and may not be used or reproduced without the prior
express written permission of ESF and/or NHetgate.

“pfSense” is a registered trademark of ESF, exclusively licensed to
Netgate. and may not be used without the prior express vwritten
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Sélectionner la premiére ligne « Install pfSense » puis « OK » et appuyer sur
entrée ».

Netgate Installer - v1.8-RC

Welcome to pfSense!

l nstal lInsta 11 pfSense

or rescue operations

[ S| [(Advanced Options] [ Cancel

Install pfSense with the selected configuration file

Presser « entrée » pour continuer.

Netgate Installer - v1.8-RC

1 Network Installation }

Setting up the network to continue the installation.

Sélectionner la premiére interface a configurer « vitnet0 » et appuyer sur
« OK ». Il s’agit de l'interface WAN.

Netgate Installer - v1.8-RC

HAN Interface Assignment and Configuration

Please select the WAN interface.

tnetB bc:24:11:33:bl:da (active)
vtnetl vtnetl bc:24:11:a3:6a:8c (active)

[ 0K 1 [Cancel]l

11



De retour sur ProxMox, on peut retrouver les interfaces « netO » et « netl »
dans le menu « Hardware » de la VM. On peut ainsi retrouver les adresses
MAC. Pour retourner a la VM, cliquer sur « Console ».

Virtual Machine 100 (PfSense) on node ‘imcp-grpT

& Summary Add -~ Remove Edit
>_ Console Memory 200 GiB
[J Hardware

& Cloud-Init

P 2 (1 sockets, 2 cores) [host]

BIOS Default (SeaBIOS)
Display Default

Machine Default (id401x)
SCSI Controller VirtlO SCSI single

£ Options

Task History

£ 0 w E

Monitor

®

= CD/DVD Drive (ide2) local:iso/netgate-installer-v2.8.0-amd64.iso,media=cdrom, size=966536K
Backup Hard Disk NVME:vm-100-disk-0,iothread=1,size=32G
3 Replication Network Device (net0) virtio=BC:24:11:33:B1:DA, bridge=vmbr0 firewall=1

Network Device (net1) virtio=BC:24:11:A3:6A:0C, bridge=vmbr1 firewall=1

1o

'® Snapshots
U Firewall

ot Permissions

De retour sur la VM, modifier « Interface mode » pour le basculer en
« static ».

NHetgate Installer - v1.8-RC

HAN (vtnetB) HNHetwork Mode Setup

Ad just the network operation mode for the WAN (vtnetB)
interface if necessary.

A Nand i noa dornmmnnd widh 4+ha incdallasdinng

H Interface Mode DHCP (client)

U Use local resolver false

[ 0K 1 [Cancel]l

Continue with the displayed settings

12



Configurer « IP Address », « Default Gateway » et « DNS Server ».

Ad just the network operation mode for the HAN (vtnetB)
interface if necessary.

'roceed with the installation
M Interface Hode STATIC
HH_Se 0o LAN Tagging disabled

[Cancel]

Continue with the displayed settings

Attribuer une adresse IP dans le méme sous-réseau que ProxMox puis
appuyer sur « OK ».

NHetgate Installer - w1.8-RC

HAN (vtnetB) IP Address Setup

Enter the interface IP Address

10.28.50.88]

[ 0K 1] [Cancell

13



Renseigner 'adresse de la passerelle par défaut puis appuyer sur « OK ».

Hetgate Installer - v1.8-RC

HAN (vtnetB) Default Gateway Setup

Enter the Default Gateway Address

18.208.58.1]]

[ 0K 1 [Cancell

Renseigner Padresse du serveur DNS puis appuyer sur « OK »,

Hetgate Installer - v1.8-RC

HAN (vtnetB) DNHS Server Setup

Enter the DHS Server address

1.1.1.1]

[ 0K 1 [Cancel]l
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Une fois que les adresses configurées, sélectionner « false » pour 'option
« Use local resolver » et appuyer sur « OK » puis sur « Continue ».

Hetgate Installer - v1.8-RC

HAN (vtnetB) HNetwork Hode Setup

Ad just the network operation mode for the HAN (vtnetB)
interface if necessary.

>>> Continue Proceed with the instaliatlnn
¥ VLAN Settings YLAN Tagging disabled

I IP Address 18.208.50.88/24

G Default Gateway 18.28.58.1

DN
Use local resolverfffalsel}

[ 0K 1] [Cancel]l

Use the local DHS resolver (unbound)

Configurer ensuite la deuxiéme interface « vinetl », il s’agit de l'interface
LAN.

Netgate Installer - v1.8-RC

LAN Interface Assignment and Configuration

Please select the LAN interface.

oo o -Te -t b o ) - - -
l tnetifvtnet1 bc:24:11:a3:6a:8¢c (active)l

[ 0K 1] [ Skip 1 [Cancel]l

15



Sélectionner « STATIC » pour « Interface Mode », configurer « IP Address » et
désactiver le « DHCPD » en sélectionnant « false ».
Une fois les configurations effectuées, appuyer sur « Continue ».

Hetgate Installer - w1.8-RC

LAN (vtnetl) Network Mode Setup p———————

Ad just the network operation mode for the LAN
(vtnetl) interface if necessary.

»>» Continue 'roceed with the installation
M Interface Mode STATIC
V VLAH Settings VLAN Tagging disabled
I IP Address 172.16.8.1/16
D DHCPD Enabled false

[ 0K 1 [Cancell

Continue with the displayed settings

Confirmer 'assignement des interfaces puis appuyer sur « Continue ».

NHetgate Installer - v1.8-RC

Interface Assignment and Configuration
Detected: QEMU Guest

Please confirm the interface assignment to continue with the
installation.

vitnetl (active)

| AN|
HAN vtnetB (active)

Continue i} [Assign/Configurel [ Cancel

16



L’installeur vérifie la connexion internet et tente de se connecter aux
serveurs Netgate.

Netgate Installer - v1.8-RC

{ Connectivity Check

Verifying the Internet connection...

Trying to reach the Netgate Servers, please wait (this
can take a while)...

Appuyer sur « Install CE » pour débuter I'installation de pfSense.

Hetgate Installer - v1.8-RC

{ Active Subscription Validation |

This device does not have an active pfSense Plus subscription.

To purchase pfSense Plus:

Software Store: https://www.netgate.com/purchase-plus
NDI: 28b9 9982 dc42 9f88 5Sabi
and select 'Retry Validation' once purchase is complete.

Or select ‘"Install CE' to install pfSense CE sofuare.

Install CE [ etry Validationl

17



Sélectionner le systéme de fichier et le format puis appuyer sur « OK ».

Hetgate Installer - v1.8-RC

{ Installation Options |

Please select the File System type and the Partition
Scheme .

>> Continue 'roceed with the installation
F File System Z2FS (recommended default)

P Partition Scheme GPT (compatible with HBR)

[ 0K 1 [Cancell

Continue with the displayed settings

Appuyer sur « OK ».

Netgate Installer - v1.8-RC

ZFS5 Virtual Device Type Configuration

Select the 2FS Virtual Device configuration
type.

| tripef5tripe No Redundancy

[ 0K 1 [Cancell

[1+ Disks] Striping provides maximum storage but no redundanc

18



Sélectionner le disque a utiliser puis appuyer sur « OK ».

1 Disk Selection I

Select the disk(s) for software installation.

26 <QEMU QEHU HARDDISK>

[ OK 1 [Cancell

Sélectionner la version de pfSense a installer puis appuyer sur « OK ».

i Software Version to Install

Select the version of pfSense CE to install.

'urrent Stable Version (2.8.1)
ABB1-2 8 A Previous Stable Version (2.8.8)
aae2-2.7.2 Previous 5Stable Version (2.7.2)

[ 0K 1 [Cancell

L’installation se lance.

Installation Details
Installing Current Stable Version (2.8.1)
Selected configuration file: default (blank) configuration.
Installing pkg

Updating pfSense-core repository catalogue...

19



L’installation est terminée.

On peut donc reboot la VM.

[Reboot]

20



5. Installation de pfSense sur la VM (via Pinvite de commande)

Selon les versions de pfSense, l'installateur graphique peut étre imparfait.
Cela implique donc de répéter certaines étapes comme la configuration
réseau a travers l'invite de commande apres le reboot.

Pour accéder a la configuration des interfaces, entrer « n » puis appuyer sur
« entrée ». Taper « vinet0 » et appuyer sur « entrée » pour 'attribuer comme
interface WAN.

Network interface mismatch -- Runmning interface assignment option.
vtnet®: link state changed to UP
vtnetl: link state changed to UP

Jalid interfaces are:

uitnet® bc : bi:da (down) VirtID Networking
witnetl b : ba:0c (down) VirtI0D Networking

; need to be se :
s will not be  only for optional interfac it is tuypical to
say no here and use the webConfigurator to configure UL later, if required.

Should ULANs be 25-10-17TO’ 25+00:00 - php-fpm 42
/rc.1 {l ent during boot seque
: php-fpm dinkup: Ignoring link ew

g are not known, au
ection, plea
to begin the pr

> WAN interface name or "a’ for auto-detection
vtnetl or a): vtnetO]

Faire de méme pour l'interface LAN cette fois-ci, en tapant « vtnet0 » puis en
appuyant sur entrée.

the WAN interface or 'a’ for auto-detection
et® vinetl or a) ) )

the LAN interface name or
this enahle ull Firpwall

Les interfaces vont étre assignées comme suit, taper « Y » pour confirmer.

The interfaces will be assigned as follows:

WAaN > vineto
LAN > vinetl

Do you want to proceed [yinl? y

21



Dans le menu de pfSense, taper « 2 » puis « entrée » pour accéder a la
configuration des adresses IP des interfaces.

. amdb4 2

FreeBSDsamdb64 (pfSense.home.arpal) (ttyvo)
QEMU Guest - Netgate Device ID: Z28b99982dc429f885a51

#x% Welcome to pfSense 2.8.1-RELEASE (amd64) on pfSense sexx

WAN (wan) -> v t@® -> v4,DHCP4: 10

LAN (lan)

0) Lo it » Disconnect 335 1) pfTop

1) ion _Inter > Filter Logs

2) interface IP addr Re rt GUI

a3) ]

4)
)

5)

admin account and pas ) PH hell + p nse tools
to factory defaults Update from console
Enable Se ell

Halt syste R re recent confi

Ping host Restart PHP-FPM

Shell

|Entcr an option: Z§

Sélectionner la premiére interface pour la configuration en tapant « 1 » puis
« entrée »,

Aivailable interfaces:

| WAN (vinet0d dhcp, dhcpb)
£ — LAN (vinetl - static)

Enter the number of the interface you wish to configure:
Taper « n » puis presser « entrée ».

Available interfaces:

WAN (vtnetO dhcp, dhcpb)
- LAN (vtnetl - static)

Enter the number of the interface you wish to conf igure:

Configure IPuv4 address WAN interface wvia DHCP? (ysn)| nfi
Taper Padresse IP précédemment choisie et presser « entrée ».

Conf igure IPv4 address WAN interface via DHCP? (yrsm) n

Enter the new WAN_JPu4 address. Press <ENTER> for none:
10.20.50.88.241

22



Renseigner 'adresse de la passerelle par défaut puis « entrée ».

For a WAN, enter the new WAN IPv4 upstream gateway address.

For a LAN, pre {ENTER> for wnone:
10.20.50.1]]

Presser « y » puis « entrée ».

For a WAN, enter the new WAN IPv4 upstream gateway adc
For a LAN, ) {ENTER> for mone:
> 10. B

Should this gateway be as the default gateway? (y-m) UI

Taper « n »,

Should this gateway be set as the default gateway? (ysn) y

Conf igure IPvb address WAN interface wia DHCP6? (yrsn) nI

Presser « entrée » puis taper « n ».

Enter the new WAN IPub address. {ENTER> for none:

3

Do you want to enable the DHCP server on WANT (y-sn) ﬂl

Taper « n »,

Do you want to revert to HTTP as the webConfigurator protocol? (ysn) nI

Presser « entrée ».

Please wait while the changes are saved to WAN...
Reloading filter...
Reloading routing configuration...

The IPv4 WAN addr has been set to 1€

Press <ENTER> to continue.]j

23



Configurer maintenant la deuxiéme interface. Taper « 2 ».

Please wait while the changes are saved to WAN...
Reloading filter...
Reloading routing configuration...

The I[Pv4 WAN addr has been set

Pr (ENTER> to continue.
QEMU st - Netgate Devi

=x% Welcome to pfSense

WAN (wan) 4:

LAN (lan) -> utnetl -> v4:

pf Top
Filter Logs
J IP addres
ount and ) 211
ory defaults date from
Halt sy estore recent config
Ping st :start PHP-FPM
Shell

Enter an option: 2|

Taper « 2 ».

Available interface

| WAN net® static)
Z - LAN netl - atic)

Enter the number of the interface you wish to configure: ZI

Taper « n »,

Conf igure IPuv4 address LAN interface via DHCP? (y-n) n]j

Renseigner 'adresse IP puis presser « entrée ».

Enter the new LAN IPv4 address. Press <({ENTER> for none:

172 .16.0. 1/lf'_ll

Presser « entrée » sans renseigner d’adresse.

For a WAN,

For a LAN, ) (ENTER> for wnone:

24



Presser « n ».

if igure IPv6 add: in > via DHC

Presser « entrée ».

Enter the new LAN IPuvb addre . ] ENTER> for mnone:

Presser « n ».

Do you want to enable the DHCP serwver on LAN? (ysn) nl

Presser « n ».

Do you want to enable the DHCP server on LANT? (ysm) n
hling IPv4 DHCPD..
ling IPu6 DHCPD...

Do you want to revert to HTTP as the webConfigurator protocol? (ysn) "I

La configuration des interfaces WAN et LAN est faite. Presser « entrée » pour
continuer.

> wait while the changes are saved to LAN. ..
ding filter...

Reloading routing configuration...

DHCPD. . .

IPv4 LAN address has been set to /16
an now access the webConfigurator by opening the following URL in your web

https:7+172.16.0.1~

TER> to cmntinuc,.

25



Sélectionner « Shell » en pressant « 8 ».

#x% Welcome to pfSense 2.8.1-RELEASE (amd64) on pfSen

WAN (wan)
LAN C(lan)

: 1) pfTop
ign erf ) Filter Logs
. interfa v dx ) :start GUI
>t admin account and passwore Z) shell +
to factory defaults 3) ate from

» Secure
cent

PHP-FPM

Enter an option: 8

[2.8.1-RELEASEl[root@pfSense.home.arpal/root:

pfSense est bien désactivé.

[2.8.1-RELEASE][root@pfSense.home.arpal /root:

pf disabled

l&.o. 1-HELLASE ]l [rootepfSense . home.arpal root:

26



6. Connexion a Pinterface web de pfSense

Une fois linstallation et la configuration de pfSense effectué, il est possible

de se connecter a I'interface web ci-dessous.

Login to pfSense

Copyright and Trademark Notices.

Copyright® 2004-2016. Electric Sheep Fencing, LLC ('ESF). All Rights Reserved.
Copyright® 2014-2025. Rubicon Communicationa, LLC d/b/a Netgate ("Netgate?). All Rights Reserved.

Alllogos, text, and content of ESF and/or Netgate, including underlying HTML code, designs, and graphics used and/or depicted herein are
protected under United States and international copyright and trademark laws and treaties, and may not be used of reproduced without the
prior express written permission of ESF and/or Netgate

‘pfSense’ is a registered trademark of ESF, exclusively licensed to Netgate, and may not be used without the prior express written permission
of ESF and/or Netgate. All other trademarks shown herein are owned by the respective companies or persons indica

piSense® software is open source and distributed under the Apache 2.0 license. However, no commercial distribution of ESF and/or Netgate
aoftware is allowed without the prior written conaent of ESF and/or Netgate.

ESF and/or Netgate make no warranty of any kind, including but not bmited to the implied warranties of merchantability and fitness for a
particular purpose. ESF and/or Netgate shall not be liable for errors contained herein or for any direct, indirect, special, incidental or
consequential damages in connection with the furnishing, performance, or use of any software, information, or materisl.

Restricted Rights Legend.

No part of ESF and/or Netgate's information or materisls may be published, distributed, reproduced, publicly displayed, used to create
derivative works, or translated to another language, without the prioe written consent of ESF and/or Netgate. The information contained
herein is subject to change without notice.

Use, duplication or disclosure by the U. ns as set forth in subparagraph (c) (1) (i) of the Rights in
Technical Data and Computer Software clause at DFARS 252.227-7013 for DOD agencies, and subparagraphs (c) (1) and (c) (2) of the
Commercial Computer Software Restricted Rights clause at FAR 52.2

Regulatory/Export Compliance.

The export and re-export of software Is controlled for export purposes by the U1.S. Government. By accepting this software and/or
documentation, Licensee agrees to comply with all U.S. and foreign export laws and regulations as they relate to software and related
documentation. Licensee will not export of re-export outside the United States software or documentation, whether directly or indirectly,to
any Prohibited Party and will ot cause, approve or otherwise intentionally faciltate others in so doing. A Prohibited Party includes: a party in
aU.S. embargoed country or country the United States has named as a supporter of intemational terrorism; a party involved in proliferation;
a party identified by the U.S. Government as a Denied Party; a party named on the U.S. Governments Enemies List, a party prohibited from
participation in export of re export transactions by a U.S. Gevernment General Order, a party listed by the U.S. Government's Office of Foreign
Assets Control as ineligible to participate in transactions subject to U.S. jurisdiction; or any party that Licensee knows or has reason to know
has violated of plans 1o violate U.S. of foreign export laws o regulations. Licensee shall ensure that each of ts software usera complies with
U.S. and foreign export laws and regulations as they relate 10 softway
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Un assistant de configuration est censé se lancer lors de la premiére
connexion. Si toutefois ce n’est pas le cas, il est possible de lancer 'assistant
dans « System » puis « Setup Wizard ».

pSense. home.arpa - Wizand: | x

.20 rd.phpizm

EISEHSE Syslam ~

COMBMUNITY EDITIDN

Advanced
WARNING:

The password § Certificates

aword Is currentl
Changethe pa¥  General Setup

H gh Avallability

Wizard,-’ | Package Manager

Registes
Routing
I Setup Wizard _
Update
User Manager ifSense® sof

Uzer Password Manager rovide guidance t
Logout (admin) e stopped at any

pfSense® software is developed =

Ensuite, se laisser guider par 'assistant durant les 9 étapes. Cliquer sur
« next » pour continuer.

Rlisense

COMMUNITY EDITION

Wizard / pfSense Setup / @

pfSense Setup

Welcome to pfSense® software!
This wizard will provide guidance through the initial configuration of pfSense.
The wizard may be stopped at any time by clicking the loge image at the top of the screen

pfSense® softy is developed and maintained by Netgate®
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Poursuivre en cliquant sur « next ».

Wizard / pfSense Setup/ Netgate® Global Support is available 24/7 7]

Step 1of 9

Netgate® Global Support is available

Our 24/7 worldwide team of support engineers are the most qualified to diagnose your issue and resalve it quickly, from branch office to enterpriae
on premises to cloud.
We offer several support subacription plans tailored to fit different environment sizes and requirements. Many comipanies around the world choose
Netgate support because

» Support is available 24 haurs & day, aeven days 2 week, including holidays

« Support engineers are located around the world, ensuring that no support call is missed

« Dur support engineers hold many prestigicus network engineer certificates and have years of hands-on experience with networking.

Renseigner les différentes informations, « hostname », « domain », et DNS
puis cliquer sur « next ».

Wizard / pfSense Setup/ General Information (]

General Information

On this screen the general pfSense parameters will be set

Hostname pfSense

Name of the firewall ho

Examples: pfsense, firewall, edg

Domain m2llocal

Domain name for the firewall

Examples: home.arpa, example.com

Do not end the dom
Rendezvo

part (Top Level Domain, TLD). The local’ TLD is widely used by
stems and networked devices. These will not network correctly

S (e.g. Avahi, Bonjour
he router uses 'local’ as its TLD.

The default behavior of the DMS Resolver will ignore manually configured DNS servers for client queries and query reat DNS servers directly. To use the
manually cenfigured DNS servers below for client queries, visit Services > DNS Resolver and enable DNS Query Forwarding after completing the wizard.

Primary DNS Server 1.1.11

Secondary DNS Server BB.8.8

Override DNS
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Renseigner adresse du serveur fuseau horaire puis « next ».

Wizard / pfSense Setup/ Time Server Information ]

Step 3 of 9

Time Server Information

Please enter the time, date and time zone

Time server hostname fr.poel ntp.arg
Enter the hostname (FODN) of the time server
Timazons Europe/Paris -

L’assistant propose également de reconfigurer les interfaces WAN et LAN.
Normalement, ces parties sont donc déja préremplies. Il suffit de vérifier les
infos et de cliquer sur « next ».

Wizard / pfSense Setup/ Configure WAN Interface (7]

Step 40f 9

Configure WAN Interface

On this screen the Wide Area Network Information will be configured.

Configuration Type Static v
General configuration
MAC Address
This field can be used to modify ("spoof”) the MAC address of the WAN interface {may be required with some cable connections). Enter a MAC address
in the following format: socoexxooexess or leave blank
MTU
Set the MTU of the WAN interface. If this field is left blank, an MTU of 1492 bytes for PPPoE and 1500 bytes for all other connection types will be

assumed

M35

ons to the value entered above minus 40 (TCE/IP header size) will be in effect. If

If a value is entered in this field, then MSS clamping for TCP conr
this f

blank, an MSS of 1492 bytes for PPPoE and 1500

es for all other connection types will be assumed. This should match the above

Static IP Configuration

1P Addrezs 10.20.50.58
Subnet Mask 24 Y

Upstream Gateway

DHCP client configuration

SHUUIG ISV SPPEal 1 LIS LSS UL Y LEUIS, 81U DY IUUSTY S1IUUIRS UL GpPEal 85 WIS SUUI LT GUUIEIS 11 Sy PaLRELS ISusieu
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Pareil ici pour la configuration de I'interface LAN, il suffit de vérifier les infos
et de cliquer sur « next ».

Wizard / pfSense Setup/ Configure LAN Interface (]

Step Sof 9

Configure LAN Interface

Onthis screen the Local Area Network information will be configurad

LAN IP Address f7z16.01

Type dhep if this interface uses DHCP to obtain its IF address.

Subnet Mask 16 v

Changer le mot de passe admin puis cliquer sur « next ».

Wizard / pfSense Setup/ Change admin Account Password (2]

Change admin Account Password

Change the password for the admin account

This account is used to access the GUI, conscle (if protected), and SSH service (if enabled).
Mew admin Password ~ woveeeene

Confirm admin Password | cooieneias

Cliquer sur « Reload » pour recharger pfSense avec les nouveaux
parametres.

Wizard / pfSense Setup / Reload configuration 7]

Reload configuration

Click ‘Reload to reload pfSense with new changes.
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Il est possible de vérifier si des mises a jour de pfSense existent. Cliquer sur
« Finish » pour terminer la configuration.

Wizard / pfSense Setup / Wizard completed. (7}

Wizard completed.

Congratulations! pfSense is now configured.

We recormnmend that you check to see if there are any software updates available. Keeping your software up to date is ene of the mest important
things you can do to maintain the security of your network

Remember, we're here to help.

Click here to learn about Netgate 24/7/365 support services.

User survey

Please help all the people invelved in improving and expanding pfSense software by taking a moment to answer this short survey (all answers are
anonymous )

Anonymous User Survey

Useful resources.

« Learn more about Netgate's product line, services, and pfSense software from our website

To learn about Metgate appliances and other offers, visit our store

Become part of the pfSense community. Visit sur forum

Subseribe to our newsleller for ongoing product information, software announcements and special offers.

7. Configuration des régles

De retour sur le « dashboard », cliquer sur « Firewall » puis « Rules » pour
configurer les reégles du pare-feu.

msense Syslem = terfaces » Firaweall =

COMMUNITY EDITION

Aliases

Status / Dashboard NAT

Rules
System Information Schedules m

MName pfSensemZl local Traffic Shaper i WAN
User admin(@10.20.30.193 {Local | virtual IPs #hLaN
System QEMU Guest

Netgate Device I 28b99982de429f885a51

BIOS Vendor: SeaBl0S
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Cliquer sur le bouton « Add » pour créer une nouvelle régle.

Firewall / Rules/ WAN E=2e
Floating WAN LAN
—
Rules (Drag to Change Order)
=] States Protocel Source Port  Destination Port  Gateway Queue  Schedule Description Actions
X 0/35KiB * Reserved = = : - = Block bogon networks e

Mot assigned by [ANA

Laisser les options par défaut, dans « Destination Port Range » indiquer les
ports « HTTPS 443 » pour « from » et « to ».

Firewall / Rules / Edit EF=E=0
Edit Firewall Rule
Action Pass v
Choose what to
Himt: 1l TCP RST or ICMP port unreachable for UDP) is returned to the sender,
herza r case, the ariginal packet is discardad
Disabled [ Disable this rule
Set this option to disable this rule without removing it from the list.
Interface WaM -
i int C om which ! 0 31T 11 )
Address Family 1Pyd v
et th arn tocol on this rule applies t
Protacal TCP v
" P pr is ru uld
Source [ Invert match Any v - ] hd
The Source Port Range for a connection is typically random and almost never equal to the destination port. In most cases this setting must remain at
1s defauh value, any

Nommer la régle, par exemple, « Anti-Lockout Rule » puis cliquer sur « save ».
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Destination [ Invert match WAN address w Destination A ] -
Destination Port Range HTTPS (443) v HTTPS (443) ~
From Custom To Custom

Specify the destination port or port range for this rule. The "To' field may be left empty if only filtering a single port

Leg [0 Leqg packets that are handled by this rule

Hint: the firewall has limite e, Don't turn on logging for everything. If doing a lot of logging, consider using a remote syslog server (see

Description

may be enterad here for administrative reference. A maximum of 52 characters will be used in the ruleset label and displayed in the

Advanced Options

La régle créée a I'instant apparait dans la liste mais elle n’est pas encore
appliquée. Cliquer sur « Apply Changes » pour appliquer la regle.

Firewall / Rules / WAN =20
Tl 1l i i & d
¢ o 1
Floating WAN LAN
—
Rules (Drag to Change Order)
il States Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions
X N Reserved ‘ ' ‘ ' ' Block bogon networks X%
Not assigned by IANA
O « 0/0B PATCP . WAN address 443 (HTTPS) * none Anti-Lockout Rule A 00mx

(3 01 ]3 rcs | @ ouee | © tasoe § @ cov J @ o)

La regle est bien appliquée. Enfin, cliquer sur « save » pour sauver la
configuration.

Firewall / Rules/ WAN =20

The changes have been applied successfully. The firewall rules are now releading in the background. 8

Manitor the filter reload progress.

Floating WAN LAN
—
Rules (Drag to Change Order)
il States Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions
X 0/35KB * Reserved ‘ ' ‘ ' ' Block bogon networks g8
Mot assigned by LANA
0O « 0oB PviTCP  * . WAN address 443 (HTTPS) * none Anti-Lockout Rule S A00mx

£ £33 (2 o )
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8. Création des interfaces VLAN

Pour créer les interfaces VLAN, cliquer sur « Interfaces » puis
« Assignements ».

msense System = Interfaces «

COMMURITY EDITIDN

Interfaces / Interfa¢ = @
WAN
R LAN
nterface Assignments In less VLANS QinOs PFPPs GREs GIFs Bridges LAGGs
—————
Interface Network port
WAN vinetd (be:24:11:33:01:da v

vipet] (be:24:11:a3:6a:0¢) il
@ s

nterfaces that are configured as members of a lagg(4) Interface will not be shown

Wireless interfaces must be created on the Wireless tab before they can be assigned.

Puis cliquer sur « VLANSs » puis cliquer sur « Add » pour créer des VLANS.

Interfaces / VLANs == 0
nterface Assignments Interface Groups Wireless VLANs QinQs PPPs GREs GIFs Bridges LAGGs
VLAN Interfaces
Interface VLAN tag Priority Description Actions

Sélectionner l'interface « vinel » et le « VLAN Tag » puis cliquer sur « save ».

Interfaces / VLANs / Edit ==z 0
VLAMN Configuration
Parent Interface vinet1 (be:24:11:a3:6a:0¢) - lan v
Only VLAN capable interfaces will be shown,
VLAN Tag
2 AN tag (betwe and 1
VLAN Priority
802,10 VLAN Priority (between 0 and 7
Description IMPRESSION

A group description may be entered here for administrative reference (not parsed

HE
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Interfaces / Interface Assignments

Interface Assignments Interface Groups Wireless VLANs QinQs PPPs GREs GIFs Bridges LAGGs
————————
Interface Network port
WAN vinetl {be-24:11:33:b1:da) v
LAN vinet] (be:24:11:a3:6a:0c)
Available network perts: VLAN 2 an vinet] - lan (IMPRESSION)
Interfaces that are configured as members of a lagg(4) interface will not be shown,
Wireless interfaces must be created on the Wireless tab before they can be assigned.
Interfaces / Interface Assignments
Interface has been added.
Interface Assignments Interface Groups Wireleas VLAMs QinQs PPPs GREs GiFs Bridges LAGGa
Interface Metwork port
WAN vinetd (be:24:11:33:b1:da) v
LAN vinet] (be:24:11:a3:6a:0c) -
0PT1 VLAN 2 on vinet] - lan {IMPRESSION) v
OFT2 VLAN 3 on vinet] - lan (NAS) «
OPT3 VLAN 4 on vinet] - lan (GLPY) v L
OPT4 VLAN 5 on vtnet! - lan (DMZ) Ml T
OFTS VLAN 6 on vinet1 - lan {BDD) v
OFTH VLAN 7 on vtnet1 - lan {Postes Admin) v
OFTY VLAN 8 on vtnet] - lan {Postes Employes) -
OFTE VLAN 9 on vtnet1 - lan (AD) v
oPT9 WVLAN 99 on vinet] - lan (HPV + BACKUF) b

Interfaces that are configured as members of a lagg(4) interface will not be shown.

Wireless interfaces must be created on the Wireless tab before they can be assigned.



Interfaces / Interface Assignments = @

nterface Assignments nterface Groups Wireless VLANs QinQs PPPs GREs GiIFs Bridges LAGGs

Interface Network port

WAN vinetl (bo:24:11:33:b1-da) hd

LAN vinet1 (bc:24:11:a3:6a:0c) h w
VLAN 2 on vtnet] - lan (IMPRESSION) bl w

OPTZ2 VLAN 3 on vinet] - lan (NAS) i m

oPT3 VLAN 4 on vtnet1 - lan {GLPI) hd w

OPT4 VLAN 5 on vinet1 - lan (DMZ) bl

OPTS VLAN 6 on vinet1 - lan (BDD s

OFTE VLAMN 7 on vtnet] - lan (Postes Admin) ot

OPTY VLAN 8 on vtnet1 - lan (Postes Employes) il

OPTa VLAN 9 on vinet] - lan (AD) o

OPTS VLAN 99 on wtnet1 - lan (HPY + BACKUP) hd

Pour configurer I'interface, cliquer sur son nom (exemple « OPT1 »). Activer
interface en cochant la premiére case « Enable Interface », modifier le nom
pour « VLAN2 » puis attribuer une adresse IPv4.

Une fois la configuration effectuée, cliquer sur « Save » puis en haut a droite
sur « Apply Changes ».

Interfaces / VLAN2 (vitnet1.2) ==0

General Configuration

Enable Enable interface

Description VLANZ
e

& @ aescriprion (name) Tor the inte rface here.
IPv4 Configuration Type Static IPv4 -
IPv6 Configuration Type Nene il
MAC Address
MAC address of a VLAN interface must be set on its parent interface
MTU
If this field i3 blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary In some circumstances,
MSS
If & value is entered in this field, t g TCP connections to the value entered above minus 40 for IPv4 (TCP/IPvd header size) ar

minus 60 for IPv6 (TCP/IPvG

37



De retour dans l'interface ProxMox, dans la rubrique « Network » créer les
« Linux VLAN »,

imep-gred - Pr Virtual E i W L x rneta SEnE x SchemaReseau - draw.io
Q@ Mon securize  Hes [ 10,20.5( D o2Fimcp-grpl:4:11:=conte
X PRD X MO X virtual Environment 9.0.3
| Node mep gt

Create

Linuex Bridge
B Summary Limx Bond
[J Hotes Limice VILAN

Q, Search
Type Autostart

MNelwor

(WS Bridge i MNatwir
OV5 Bond o

OVS InPort Network Device

= Network

enod MNetwork Device

@ Cerlificales
@ DNS vmibr(l 2L
@ Hosts wmnibr1
& Options
@ Time
i= System Log
= Updates
(¥ Repositories
U Firewall

Wamue wmibr 1 93 Aulostan

IPAICIDR: 172 1699 1724

Gateway (IPvd) 172 16.99 254

IPvECIDR: WLAMN HPY + BACKUP
Gatewary (IPvG):

Either add the VLAN number to an existing interface name, or choose your own name and sat the
VLAM raw device (for the laber Fupdown1 supports wianXy" naming only)

@ Help Advanced

Une fois les « Linux VLAN » créées, cliquer sur « Apply Configuration ».
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Create - Revert Edit Remove Apply Configuration
Search
WET Altemnative Names Type Active Autostart
@ Summary
enod enp2s0f3 Network Device No No
J Notes enx9c8e93579cdd

Shell vmbr( Linux Bridge Yes Yes

vmbr1 Linux Bridge Yes
vmbr1.2 Linux VLAN
vmbr1.3 Linux VLAN
vmbr1.4 Linux VLAN
@ DNS vmbri.5 Linux VLAN
@ Hosis vmbr1 6 Linux VLAN
£ Options vmbr1.7 Limux VLAN

b System
= Network
# Ceriificates

@ Time vmbr1.8 Linux VLAN
vmbr1.9 Linux VLAN
vmbr1.99 Linux VLAN

System Log
Updates

Cliquer sur « Yes » pour confirmer.

Do you wanl to apply pending network changes™?

| Mo

9. Redirection des ports

Cliquer sur « Add ».

Rlisense

COMMUNITY EDITION

Firewall / NAT/ Port Forward 7]
Port Forward Outhound NPt
—
o Interface Protocal Source Address Source Ports Dest. Address Dest. Ports NATIP NAT Ports Description Actions

Laisser les options par défaut en veillant que « WAN » est configure.

Edit Redirect Entry

Disabled [0 Disable this rule

Mo RDR (NOT) [ Disable redirection for traffic matching this rule
This option is rarely needed, T

Interface WA

Address Family IPvd v
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Configurer le port d’accés « 8006 » puis cliquer sur « save ».

Protacol Top w

Choose which protocel this rule should match. In most cases T

Source
Destination [ Invert match. WAN address v I, v
Type
Destination port range Other v 8006 Cther ~ 8006
From port Custom To port Custom

f only mapping a single port.

Specify the port or port range for the destination of the packet for this mapping. The 'to’ field may be left empty

Redirect target IP Address or Alias

Type

val IP address of the server on which to map the ports. e.g.: 192.168.1.12 for IPv4

addresses, in must be from the same "scope’,

B80:%) o local

Redirect target port Other - 8006

tom

beginning port of the range (the end port will be

Description

MNo XMLRPC Sync [ Do not automatically syne 1o other CARP members

Thia preventa the rule on Master from automatically syncing to ather CARF members. This does NOT prevent the rule from being overwritten on Slave
NAT reflection Use aystem default v

Filter rule association -

y with Multi-WaN. it will only work on an interface containing the defaul gateway.

Puis cliquer sur « Apply Changes ».

Firewall / NAT / Port Forward Q

Port Forward 11 Outbound NPt
[ Interface  Protocol  Source Address Source Ports Dest. Address Dest. Ports ~ NAT IP MAT Ports  Description Actions
0O « XX wan TCP * * WAN address 8006 172.16.99.254 8006 Proxmeox iO0m

3 o]y s f@ oue @ < |
La régle a bien été appliquée.

Firewall / NAT / Port Forward (-]

The changes have besn applied successfully. The firewall rules are now reloading in the background. B
Manitor the filter reload progress.

Port Forward 11 Outbound NPt
o Interface  Protocol  Source Address Source Ports Dest. Address Dest. Ports ~ NATIP NAT Ports  Description  Actions
O « 22 wan TP * * WAN address 8006 172.16.99.254 8006 Proxmenx 0@

BN £ OIS O OO0
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Flisense

COMMUNITY EDITION

LAN VLANZ VLANZ VLANA

VLANG

WVLANG VLANDY

Rules (Drag to Change Order)
a States

Protocel  Source Port Destination

Reserved - -
Not assigned by IANA

= WAM address

* 172.16.99.254

Flisense

MIUNITY EDITION

Firewall / Rules/ VLAN99

Floating WAN LAN VLANZ VLANZ WVLANA

VLANS

Port Gateway OQueue Schedule Description Actions

Block bogon networks KX
443 (HTTPS) * AntiLockout Rule GJB AP0 m X

8006 . none NAT Proxmox $SO0m

VLANG VLANT VLANS VLANG

Rules (Drag to Change Order)
o States

Protocol Source Port

Destination Port

Gateway Quaus Schedule

Description Actions

B e
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Edit Firewall Rule

Action Pass -

Choose what to do with pa
Hinit: the dif

whereas with b

keta that match the criterla specified balow.
hable for UDP) is retur

Disabled ) Disable this rule

his rule without removing it from

Set this option to disable

Interface VLANGY v

Source [ Invert match Any - | Fi v

cally random and almost

ource Port Range for aco al to the destination port. In most cases this

i tvalue, any
Destination [ Invert match Any - Destination Addre ~
Destination Port Range (other) > (other] ot
From To
s

The 'To' field may be

anly

Log [ Log packets that are handled by this rule
fint:

has limited local log space. Don't tur

emote syslog server (see

Description

Elisense

MUNITY EDITIDN

e R s been changed + Apply Changes
) 1 1 J
Floating LAN VLAN2 VLANS VLAN4 VLANS YLANG VLAN? VLANS VLANS WLANS9
——
ag to Change Order)
a States Protocol Source Port Destination Port Gateway Queus Schedule Description Actions
O « 4B IPv4 TCP . * . * * none LSOO mx

(3 ] o | oo | © oo | O oo | B s



De retour sur le dashboard de Pfsense, on constate que les interfaces sont
créées et opérationnelles.

Flisense

COMMUNITY EDITION

Name pfSense m2l local i waN 1 10Gbase-T <ful-duplexs 10.20.50.88
User admin@10.20.30.193 (Local Database) AN T 10GbaseT <full-duplex= nfa
System QEMU Guest T 10GhaseT <full-duplex> 176.16.2.254
Netgate Device |0 28b99982dc429f885a51
SR VLANS T 10Gbase-T <full-duplex= 176.16.3.254
BIOS Vendor: SeaBlOS
Version rek-1.16.3-0-ga6ed6h7010a-prebuilt qemu.org shvLang T 10Gbase-T<fullduplexs 176.16.4.254
Release Date: Tue Apr 12014 . I
Boot Method: BIOS T 10Gbase-T <ful-duplex= 176.16.5254
Varsion 2.8.1-RELEASE (amd64) 1 10Ghase-T <full-duplex= 176.16.6.254
built on Tue Sep 8 18:20:00 CEST 2025 T 10GbaseT <full-duplex> 172.16.7.254
FreeB5D 15.0-CURRENT
T 10Gbase-T =full-duplex= 172.16.8.254
T t
Version information updated at Fri Gct 17 11:51:55 CEST 2025 T 106base T <fullduplex- 172769254
o
— T 106base-T <full-duplex= 172.16.09.254

CPUType Intel(R) Xeon(R) CPU ES-2650 v2 @ 2.60GHz
2CPUs: 1 package(s) x 2 core(s)
AES-NI CPU Crypto: Yes (Inactive)

QAT Crypto: No
Hardware crypto Inactive
Kernel PTI Enabled
MDS Mitigation Inactive
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